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1.0 Overview

The nFront Web Password Change is a password change portal for AD users which is “nFront
Password Filter aware.” It will dynamically display the list of password requirements for the user
and a very detailed failure message of the password is not accepted.

Password Change

Powered By:
@ OFront Security

This software is not licensed for production use.

Your new password must meet the following criteria: -~
- password cannot repeat any of your previous 3 passwords

- password must contain at least 15 characters

- must contain at least 2 numeric characters

- must contain at least 2 non-alphanumeric characters Ll

Username: joetest

Old Password:

Requirements:

e Windows 2000, 2003 or 2008 server (32-bit)

e Internet Information Server

e .NET Framework 3.5 or later installed

e nFront Password Filter installed on all Domain Controllers
Feedback

Please send any product feedback to feedback@nFrontSecurity.com.
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2.0 Installation

2.1 Installation Requirements.

The software needs to be installed on a 32-bit machine running Windows 2000 or above with IS
and .NET Framework 3.5 or later. The machine can be a member server or a domain controller.

You will need to be sure ASP .NET is enabled on the server. During the installation you can
select the website and virtual directory target.

¥ Internet Information Services (II5) Manager i =10 x|

¥9 Fle Action View ‘Window Help ’ =181 x|
€= | AEFRR 2m|( 8| r 10
-F! Internet Information Services / I \Web Service Extension I Status l
=158 DCSO0 {local computer) ¥ all Unknown CGI Extensions Prohibited
+_J) Application Pools ¥ all Unknown ISAPI Extensions Prohibited
=) Web Sites [%] Active Server Pages Prohibited
EQ Default Web Slte v ; A':'p NET v? 0.50727 J:&”I'llr'dl'-"lj
ra Sk ASP, v2.0,5072;
hd passw:rc:Fhinge [;;J Internet Data Connector Prohibited
; - Spne:_ciolt %] server Side Includes Prohibited
“-__| ‘Web Service Extensions @ WebDAY Prohibited

%, Extended  Standard y
I |

2.2 Installation Screenshots
Just double-click the nFront Web Password Change.MSI to launch the setup program.
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,,;1 Web Password Change i

Welcome to the Web Password Change Setup
Wizard

The installer will guide you through the steps required to install *Web Password Change on your
computer.

WARNING: This computer program is protected by copyright law and intermational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the mazimum extent possible under the law.

Cancel | < Back

You can select the website and virtual directory on this screen.

i web Password Change i =10 x|

Select Installation Address

The installer will install \Web Password Change to the following web location.

To install to this web location, click "Next". To install to a different web location, enter it below.

Site:
I Default Web Site ;I Disk Cost...

Wirtual directory:
IWeb Password Change Setup

Application Poal:
I DefaultdppPool LI

Cancel I < Back
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|_§1 Web Password Change i

Confirm Installation

The installer is ready to install \Web Password Change on your computer.

Click "Next" to start the installation.

Cancel < Back

You will be prompted during installation for a Registration Code. However, a registration code is
not necessary to evaluate the software and you may register the software easily later using an
application in the Start Menu.

Web Password Change Registrs =10 x|
Reaistration Code
[

Evaluation
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{i? Web Password Change p
Installing Web Password Change

Web Password Change is being installed.

Please wait...

SeIE

Installation Complete

‘Web Password Change has been successfully installed.

Click "Close" to exit.
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After the installation completes you may wish to launch the IS Manager to confirm the site and
virtual directory used during the installation.

'( Internet Information Services (IIS) Manager L
| L ET e T Ina N ey B G

[#-__J Application Pools

=) Web Sites

- = Default Web Site
~‘b passwordChange
[#-__J aspnet_client

_ Web Service Extensions

=10l x|
Y3 Fle Action View Window Help | =181 x]
¢ |AEXEFRR RE|E]r 5
?‘ Internet Information Services | Name I Path I Status &
E]‘»i,l DC50 {local computer) _Jbin

‘E] bkgdBody.png
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=] Default.aspx

& 'i\] gradient.jpg

= poweredBynFront.jpg
=] PrecompiledApp.config
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2.3 Check the Installation

You can simply open a web browser and go to http://<machine-name>/<virtual directory> if you

installed to the default website. If you chose a different site or port number you will need to use
that in the URL.

/- password Change :: Powered by nFront Security, Inc. - Windows Internet Explorer B = ||:||5]
G—-@ i Ig http://localhost/pwchanae/f ;I }§| |§‘ ig‘ I:D' Live Search ‘gt‘

o Favorites (@ password Change :: Powered by nFront Security, Inc.

Password Change
@?F‘ﬁ;:dtsgacurlty

This software is not licensed for production use.

Username:
Old Password:
New Password:

Confirm New Password:

, Test Password || Change Password

Done L) Local intranet Vg v | H100% -
4

You can customize companyLogo.jpg to your liking. The new logo file should have the same
name and a dimension of 200 by 65 pixels.

2.4 FAQ

e Does the installation require a reboot? No.

o It will display in Control Panel + Add/Remove Programs. It will also display in the Internet
Information Services Snap-In.
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3.0 The User Experience

When the user visits the site URL they will see this initial page.

/- Password Change :: Powered by nFront Security, Inc. - Windows Internet Explorer

@1:; > IE‘ http:/flocalhost/pwchangef j ’§| |§‘ !E{ I",’ Live Search

{2 Favorites @ Password Change :: Powered by nFront Security, Inc.

Password Change
@;Og'z:dtsé;curlty

This software is not licensed for production use.

Username:
Old Password:
New Password:

Confirm New Password:

| Test Password | Change Password

[Done T [ [N3Localintranet [v3 ~ [®100% - 4
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After typing in a username (and tabbing to another text box or hitting enter) the page will
dynamically refresh and display the list of password requirements.

Password Change

Powered By:
@ DFront Security

This software is not licensed for production use.
Your new password must meet the following criteria: ;_I
- password cannot repeat any of your previous 3 passwords
- password must contain at least 6 characters
- must contain at least 2 numeric characters

- must contain at least 2 upper case characters

Username: test202

Old Password:

The user can press the Test Password button to test the password against the rules. This is
especially helpful if the password is checked against a dictionary. If the user tries to change to a
password that does not meet the rules the page will refresh with the failure reason at the top
(above the requirements).

Password Change

Powered By:
& UFront Security
This software is not licensed for production use.

Your password did not meet the following criteria:

- Password does not meet requirement for numeric characters.
Your new password must meet the following criteria: :_l
- password cannot repeat any of your previous 3 passwords
- password must contain at least 6 characters

nust contain at least 2 numeric characters

- must contain at least 2 upper case characters

4.0 Uninstall nFront Web Password Change

Control Panel + Programs + select nFront Web Password Change + uninstall
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5.0 Registering Your License

Start + All Programs + nFront Web Password Change + Registration. Enter your new registration
code and the software will no longer display the licensing message when clients connect.
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